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Abstract

The rapid development of audio deepfake technology has facilitated its use in various malicious activities, including voice
phishing, the dissemination of misinformation, and the fabrication of evidence, all of which pose significant societal risks.
However, the detection of deepfake voices presents substantial challenges. First, unlike visual media, audio is significantly
influenced by factors such as language and background noise. Second, there is a trade-off between enhancing the generalization
performance of detection models and optimizing them for lightweight, real-time applications. Third, these models often exhibit
strong dependency on their training data, resulting in a notable decline in detection performance when encountering unfamiliar
languages or novel deepfake systems not represented in the training set. Many existing models perform adequately only on specific
datasets and frequently demonstrate limited generalization capabilities. To address these challenges, this paper proposes three
enhancements to the LCNN-LSTM architecture and evaluates their effectiveness through comparative analysis with several
established models. Specifically, the study assesses the performance of these models in noisy environments and their adaptability to
new languages, including Korean, to identify potential directions for the advancement of deepfake voice detection technology.
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Table 1. Table of LCNN-LSTM Structure

Layer Type Parameters
Input Channels: 1, Output Channels: 64
Conv2d Kernel Size: (5, 5)
Stride: (1, 1), Padding: (2, 2)
MaxFeatureMap2D Max Dim: 1
MaxPool2d Kernel Size: (2, 2), Stride: (2, 2)
Input Channels: 32, Output Channels: 64
Conv2d Kemel Size: (1, 1), Padding: (0, 0)
MaxFeatureMap2D Max Dim: 1
BatchNorm2d Num Features: 32
Input Channels: 32, Output Channels: 96
Convad Kemnel Size: (3, 3), Padding: (1, 1)
MaxFeatureMap2D Max Dim: 1
MaxPool2d Kernel Size: (2, 2), Stride: (2, 2)
BatchNorm2d Num Features: 48
Input Channels: 48, Output Channels: 96
Conv2d Kemel Size: (1, 1), Padding: (0, 0)
MaxFeatureMap2D Max Dim: 1
BatchNorm2d Num Features: 48
Input Channels: 48, Output Channels: 128
Conv2d Kemel Size: (3, 3), Padding: (1, 1)
MaxFeatureMap2D Max Dim: 1
MaxPool2d Kernel Size: (2, 2), Stride: (2, 2)
Input Channels: 64, Output Channels: 128
Convad Kemel Size: (1, 1), Padding: (0, 0)
MaxFeatureMap2D Max Dim: 1
BatchNorm2d Num Features: 64
Input Channels: 64, Output Channels: 64
Convad Kemel Size: (3, 3), Padding: (1, 1)
MaxFeatureMap2D Max Dim: 1
MaxPool2d Kernel Size: (2, 2), Stride: (2, 2)
Input Channels: 32, Output Channels: 64
Conv2d Kernel Size: (1, 1), Padding: (0, 0)
MaxFeatureMap2D Max Dim: 1
BatchNorm2d Num Features: 32
Conv2d Input Chann.els: 32, Output .Channels: 64
Kernel Size: (3, 3), Padding: (0, 0)
MaxFeatureMap2D Max Dim: 1
MaxPool2d Kernel Size: (2, 2), Stride: (2, 2)
Dropout Dropout Rate: 0.7
BLSTMLayer BLSTMLayer(512, 512)
BLSTMLayer BLSTMLayer(512, 512)
Linear Input Features: 512, Output Features: 1
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Table 2. Table of normal data
Model(System) Train dataset Test dataset Accuracy F1 EER minDCF
LCNN-LSTM(baseline) MLAAD MLAAD 99.22% 0.9924 0.0077 0.0139
Whisper-LCNN MLAAD MLAAD 99.35% 0.9937 0.0064 0.0114
SpecRNet MLAAD MLAAD 98.96% 0.9899 0.0105 0.0149
MesoNet MLAAD MLAAD 98.56% 0.9860 0.0140 0.0265
(A) HPF-LCNN-LSTM MLAAD MLAAD 99.41% 0.9943 0.0059 0.0090
(B) Mean-LCNN-LSTM MLAAD MLAAD 98.89% 0.9892 0.0109 0.0185
(C) Enhance-LCNN-LSTM MLAAD MLAAD 99.41% 0.9943 0.0057 0.0113
(A+B+C) Combine-LCNN-LSTM MLAAD MLAAD 99.67% 0.9968 0.0032 0.0051
3. &= GIOJE{ol| Chet AE Zt
Table 3. Table of noise added data
Model(System) Train dataset Test dataset Accuracy F1 EER minDCF
LCNN-LSTM(baseline) MLAAD Augmented MLAAD 84.14% 0.8199 0.1534 0.2951
Whisper-LCNN MLAAD Augmented MLAAD 91.58% 0.9118 0.0815 0.1589
SpecRNet MLAAD Augmented MLAAD 85.12% 0.8336 0.1440 0.2821
MesoNet MLAAD Augmented MLAAD 80.94% 0.7750 0.1842 0.3418
(A) HPF-LCNN-LSTM MLAAD Augmented MLAAD 87.40% 0.8630 0.1221 0.2264
(B) Mean-LCNN-LSTM MLAAD Augmented MLAAD 90.86% 0.9038 0.0885 0.1760
(C) Enhance-LCNN-LSTM MLAAD Augmented MLAAD 84.66% 0.8268 0.1483 0.2831
(A+B+C) Combine-LCNN-LSTM MLAAD Augmented MLAAD 92.49% 0.9223 0.0727 0.1432
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Table 4. Table of noise added Korean data
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Model(System) Train dataset Test dataset Accuracy F1 EER minDCF

LCNN-LSTM(baseline) MLAAD KoAAD 49.76% 0.5691 0.5085 0.6901

Whisper-LCNN MLAAD KoAAD 34.78% 0.4926 0.6636 0.8598

SpecRNet MLAAD KoAAD 42.60% 0.4389 0.5742 0.8588

MesoNet MLAAD KoAAD 42.99% 0.4975 0.5750 0.8042

(A) HPF-LCNN-LSTM MLAAD KoAAD 47.55% 0.5997 0.5368 0.6597

(B) Mean-LCNN-LSTM MLAAD KoAAD 53.28% 0.6246 0.4766 0.6036

(C) Enhance-LCNN-LSTM MLAAD KoAAD 47.03% 0.5238 0.5337 0.7540

(A+B+C) Combine-LCNN-LSTM MLAAD KoAAD 46.46% 0.5750 0.5455 0.6980

5. =0 &= HIolEof Chet A% &4 (FNR % FPR)

Table 5. Table of Analysis on Korean Noise Data (FNR and FPR)

Model(System) FNR (False Negative Rate) FPR (False Positive Rate)
LCNN-LSTM(baseline) 36.33% 65.36%
Whisper-LCNN 39.25% 93.47%
SpecRNet 56.91% 57.93%
MesoNet 45.83% 69.17%
(A) HPF-LCNN-LSTM 24.58% 82.77%
(B) Mean-LCNN-LSTM 25.41% 69.90%
(C) Enhance-LCNN-LSTM 44.33% 63.19%
(A+B+C) Combine-LCNN-LSTM 30.5% 78.60%
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